ALARMING
FACTS ABOUT

Cybercrime is the scourge of Australian businesses
and organisations of all sizes. From traditional
spam, viruses and malware, companies now have
to deal with a wide range of threats including
phishing, water holing, man-in-the-middle attacks,
ransomware and the list goes on.

How prepared is your organisation? We've developed
this handy infographic to hi?hlighf the nature and
impacts of threats you now
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EMAIL SCAMS COST
AUSTRALIAN BUSINESSES
MORE THANljbOM IN
LOST REVENUE AND TIME?

OF AUSTRALIAN
ORGANISATIONS DEALT

WITH PHISHING- TRIGGERED
RANSOMWARE INFECTIONS,
THE HIGHEST OF ALL REGIONS
SURVEYED?

SOURCE OF DATA BREACHES
FROM AUSTRALIAN
ORGANISATIONS 20194

Malicious or criminal attack

Human error

@

System fault

CYBERCRIME INCIDENTS
PER MONTH (ON AVERAGE)
SELF-REPORTED TO
REPORTCYBER®

4,400

THE THREE MOST COMMON
SUBJECT LINES USED IN
PHISHING EMAILS®

1. “Request”
2. “Follow up”
3. “Urgent/Important”
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proofpoint.

I.T. FOR THE DYNAMIC BUSINESS

PERCENTAGE OF AUSTRALIAN
ORGANISATIONS THAT HAVE
SUFFERED ONE OR MORE
BREACHES IN THE PAST

12 MONTHS DUE TO
EXTERNAL CYBERATTACKS.’

TIME IT TAKES TO RESOLVE

A CYBERATTACK IF THE
ATTACKER WAS A MALICIOUS
INSIDER, EMPLOYEE OR
CONTRACTOR?®

TOP 4 CATEGORIES OF
PERSONAL DATA EXTRACTED
FROM AUSTRALIAN
ORGANISATIONS DUE TO

A DATA BREACH FOR 2019°

1. Contact information
2. Financial details

3. Identity information
4, Health information

THE AVERAGE NUMBER OF
AUSTRALIAN IP ADDRESSES
IN MAY 2020 THAT WERE
VULNERABLE TO DDOS
ATTACKS'

THREE MOST COMMON
TYPE OF CYBERATTACKS

ON AUSTRALIAN
BUSINESSES IN 2018"
1. Phishing

2. Ransomware
3. Process weakness
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